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Motivation

Plenty of logics for sequential (1.e. deterministic) computation.
We want logics for concurrent computation (Ex.: Hennessy-Milner).

We want logics for distributed computation.
e Spatial arrangements of processes are explicit.
* Formulas are modal in time and space.
* The spatial intuition 1s strong for process calculi with locations.

e But we are now applying it to a standard T-calculus.

We are not doing Curry-Howard.

* Because spatial properties are not meant to be preserved by
reduction (because of mobility).

e A formula is not realized by a proof tree/computation;
it 1s realized by a world (at a particular place and time).



Aim: Describing Distributed Systems
Distributed Systems
e Concurrent systems that are spatially distributed.
e And have well-defined subsystems that hold secrets
(administrative domains).
Spatial Operators and Spatial Properties
e Are common to all process calculi (e.g., P | Q).
e Are prominent in calculi with locations (e.g., n[P]).
e Spatial properties are finer that popular equivalences such as
(temporal) bisimulation. (Cf. space-time bisimulation.)
We want formal tools to talk about spatial properties.

e So we can precisely describe modern distributed systems.



Spatial Properties: Identifiable Subsystems

A system is often composed of 1dentifiable subsystems.
e “A message 1s sent from Alice to Bob.”

e “The protocol 1s split between two participants.”
e “The virus attacks the server.”
Such partitions of a system are (obviously) spatial properties. They
correspond to a spatial arrangement of processes in different places.

* Process calculi are good at expressing such arrangements
operationally (c.f., chemical semantics, structural congruence).

 We want something equally good at the specification, or logical,
level.



Spatial Properties: Restricted Resources

A system often restricts the use of certain resources to certain
subsystems.

e “A shared private key n 1s established between two processes.”

e “A fresh nonce n 1s generated locally and transmitted.”
e “The applet runs in a secret sandbox.”
Something is hidden/secret/private if 1t 1s present only 1in a limited
subsystem. So these are spatial properties too.

 [If something is secret, by assumption it cannot be known. Still,
we want to talk about it in specifications.

* We can talk about a secret name only by using a fresh name for it
(we cannot assume the secret name matches any known name).

e So freshness will be an important concept. Logics of freshness are
VEry new.
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Modal Logic Revisited . simpsons hesis

(Id) Finite graph (Cut)
S = {x—y,} SITEx:AA (ST, x:AFA

ST, x:AFx: A A (S)TEA |
ST x: A x:BFA JOy SHTEx: 4 A (S THx:B,A
ST, x:AABEA (S TEx:AAB, A
(=L (=R)
STEx: A A (SI,x:BEA S x:AFx:DB, A

ST x:A=>BEFA (S TEx: 9= B, A
(FL) (FR)

(SYTFA

()T, x:FFA (S)TFx:F, A x reduces to y

(o L) y not in the conclusion (¢R)
(S, x=>) [ y: AEA [ oA : someone I%j (S)TEy: A A x>y
)T, x: oAF A reduce to enjoys S)TFx: o, A

@oL) o I (@ R) y not in the conclusion x rebc.lzlces to
(S)r‘,y:%]_A x_>sy IGVGI’Y.OHG j (S,x—)y)l"l-y:%,A arbitrary y
)T, x: oAk A reduce to enjoys A S TFx:0Z A




Modal Variations

That 1s minimal modal logic.

Additional knowledge about the visibility relation (e.g. transitivity) can
be added without modifying the rules for logical connectives.

Additional knowledge 1s embedded in “world” rules for S. E.g.:

Additional Visibility Structure:

(S — refl) (S — trans)
(S, x=>x)T'FA (S, x=2)TFA x>y y—oz
(SST'EA (SSTHFA

If — is by assumption reflexive,
we can discard a superfluous

assumption that x—x discard a superfluous assumption that x—z

If — 1s by assumption transitive, and can already
derive in S that x—y and y—z, then we can

3x=x)x:AFx:A (Id) 5 x>y y—ozx—2)z7: ALz A (Id)
2(x—=x)x:049Fx: A 3.@L) 4 (x—>y,y—ozx—2)x:0AFz: A 5 .@L
1)x:09Fx:94 2, (S>ref) 3x—yy—=2)x: 049k z: A  4,(S > trans)

2(x>y)x:04ky: 0% 3,(@R)

1()x:04F x: 004 2,(@R)



What’s going on
Ex.: (x—>y)x:04tFy:o0¥9

This 1s a bit strange because we embed a piece of the semantics (the
worlds) into the sequents. However it 1s done abstractly (“x™).

It 1s natural in the sense that sequents looks very much like a type/ND
system: there are terms and their “types” x : %4.

Unlike a type sytem, the terms on the left of I are not just unrestricted
variables. We need the (S) part to express constraints on how these
terms relate to each other.

Within a single sequent, we can talk about properties of different
worlds. This give us lots of freedom and orthogonality in proofs.

Despite the x : %7 look, we are not doing Curry-Howard. The terms do

not encode proof trees: in standard modal logics, the terms are just
variables with no structure. (But we will use structured terms.)



Basic Process Calculus

ts

P,O e I1::= Processes PlO=P
0 void PlO=QI|P
PlO composition (PIO)IR=PI(QIR)
n(m) output (n,m € A)
n(m).P  input P=P
P=0=0=P
n{m) | n(r).P — P{r<m} P=RAR=Q0=P=0Q
P—0 = PIR—QIR P=0Q0=PIR=0QIR
P=P AP-0'AN0’=0 = P-0 P =0 = n(m).P = n(m).Q
Labeled transitions:
P-70 £ P-0
P-"mQ & P=pim)l O x(y)* & x(y)
P—-"mQ £ P=np)P’|P” A Q=P {p—m} P’ x(»* £ x{y)
Inversion lemmas:
P10=0 = P=0 UIV=TS = J x,y,zw s.t. U=xly, V=zlw, T=xlz, SSylw
NG a*TA UIlV=T= Jxys.t. UV =3Ixyx’y,as.t.
(T=xIV A U-%) U=xly A x—%’

Vv (T=Uly A V=%) A Y-TY AXly’=V
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Minimal Process Logic

Formulas

false

conjunction Y=B
void

composition “>B
after a YA«a
universal name quantifier
propositional quantifier
propositional variables

Actions (a € Act x,y € V)

silent
output
input

implication

guarantee
before a



Things one can say
Single-threaded (or void):

—(—0 | —0) (=4 & A=F)
Somewhere %4 holds:
AT (T 2 —F)

Output: outputs a message m on n (and 1s/does nothing else):
n(m) (n{m) £ n(m)»0)

In presence of a message m on n, sends a message n on m and stops:
n{m) > »m(n)

Fixed input: inputs m on n and then satisfies 7

n(m)»4A

Parametric input: inputs some x on n and then satisfies:

n(x)4 2 Vx.n(x)»%A



Satisfaction

P£ {ScITIPeSAP=0= Q€eS} theproperties |

PF,_F never

PE.AAB iff PE,AAPE, B
PE,94=B iff PF, A= PF, B

PE,0 iff P=0

PE,SA\B iff AP’ ,P"ell. P=P’ |P" AP’ E,AAP"E, B
PE,A>B iff VQell. QE, A= PI1QkE, B
PE, a»A  iff AP’ell. PP’ AP E; A
PE, HA«a iff VP’ell. P’ 5%P=P E, A
PE, VxA iff VneA.PFy, A

PF, VXA iff VSeP.PFg iy 5 A

PE, X iff Pec(X)

Closed formulas denote properties:

Ved. VP,Q€ll. {PIPESA} ¢ P

N.B.: P is a commutative quantale and a boolean algebra.



Many-World Sequents

S)I'FA

Validity: if all the constraints S, and all the assumptions I'; are satisfied,
then one of the conclusions Aj 1s satisfied

(Spatial) equivalence constraints
(denote structural congruence)

Indexes (denote processes, i.e. “worlds”) ’

(= >V’ ) u:A. . F..v:B..

(Temporal) reduction constraints

. Formulas (denote properties
(denote process reduction) 0 BHEle ) ’




Indexes and Actions

u:= Index terms (u,v € ¥ algebraic free vars:
X process vars (X € X) afv(X) = {X}
0 void afv(0) = { }
ulv composition afv(u | v) = afv(u)afv(v)
index interpretation 6 € XIlu U-A
I(X), = X,
1(0), = 0
I(ulv), = Iu), | I(v),

a:= Actions (a € Act x,y € V)
T silent - £ o7
x{(y) output  x(y)* & x(y)
x(y) input x(y)* & x(y) (7*undefined)



Constraints

S={u=v, uj%“vj}

constraint closure (computing the consequences of 5)

u=v means # = v is derivable from S

U—*°y means u — v is derivable from S
u=veS=u=zv uld=s u
u—% €S = u—%y ulv=vlu

uwlv)lt=ul@lir

Uu—>u Av—->*y’ = ulvou’ly’
u—vy = tlu—tly N

USU AUDW AVEY = u—Y 2y V=2V s U
WS IALS VDU v

u=vultz vt

constraint interpretation 6 € XIlu VU-A
I(u=v), = I(u),=1(v),
Iu—v), = «Iu);—>%IWv),




Rules

General pattern:

e Left rules, right rules. Operate mainly on the I - A part.
When operating on constraints (S):
Going up: One adds, the other checks constraints.
Going down: One removes, the other assumes constraints.
They form cut elimination pairs.

e World rules (optional). Operate on the (S) part only.
Embody inversion lemmas.
Going up: add deducible constraints.
Going down: remove redundant constaints.
Commute easily with cuts.



Propositional Connectives

Identity, Cut, and Contraction:

(Id)
uzsu A=A
ST, u:49uw 4, A
(CL)
ST, u:4u:AFA
(ST, u:4FA

Propositional Connectives:

(AL)
ST, u:4 u:BFA
ST, u:AABEFA

(=L
STFu:AA ST u:BFA

(Cut)
S TFu:AA ST, u:AFA

($HT'FA

(CR)
STrFu:A u:4,A
(STFu:9A4, A

(AR)
(SHTFu:AA (SSTFu:B,A

ST u:A=BEA
(FL)

($HL,u:FFA

(STFu:AASB, A

=R)

ST u:49Fu:B, A

S THu:A=3, A

(FR)
(SYI'FA

(SHHT'Fu:FA



Spatial Connectives

Composition:
OL) OR)
(S, u=0)I'FA u=0
(HILLu:0FA (S)TFu:0,A
(1L) X, not free in the conclusion (IR)
(S, u= XN, X:A ¥:BFA (SYTFv:AA (SYTHt:B, A uzxvit
ST u:491BFA STFu:A13B, A
Guarantee: s
(L) (> R) X not free in the conclusion %' (B - C
S THt: A A S tlu:BFA ST X:AFv:B,A v Xlu
)T, u: 4> BFA (S)TFu:A> B, A ArC>B
Additional World Structure:
(S10) S11) X,7,V,V not free in the conclusion
(S, u=0)I'A ulv=0 (S, u=X17, v=UVIY, t=XI1UVU,w=YI1V)[FA ulvztlw
(S)I'HA (S)T'FA
Suppose xly=0 = x=0. Then, if Suppose ulv=tls = 3 x,y,z,w s.t. u=xly, v=zlw, t=xlz, s=ylw. Then, if we can
we can already deduce that x|y = already deduce that ulv=,tlw, we can eliminate a redundant assumptions

0, we can eliminate a redundant
assumption x=0.



AIB)AOFAAB

6.2 (S u=X1%u=0, X0 X:4 ¥:BFu:94, A
52(S, u=X1%u=0)I, X: 4 ¥:Bru:4 A
42 u=XINC, X4 YV: B u:0Fu:4 A
329 u:(AI1B),u:0Fu:4,A

22T u: (A1 B)AOFu:A A

S:I(S)F,u:(%ICB)/\N-u:CB,A
1O u:(A@IB)AOFuU:AANB, A

(Id) since u=Xx

6.2, (S 10) since X170
52,0L)

42, (IL)

3.2,(nL)

Similarly

2.1,22,(AR)



Temporal Connectives

(a» L) X not free in the conclusion

(S, u=X)I, X: A+ A
()T, u: a9 A

(«a L)
(SYL,v:AFA v>tu
()T, u:A«alk A
Additional World Structure:
S0-9 i
0—u 0 has no action
(HTEA

(S| 5*9) a#t X, Ynot free in the conclusion

(S, t=Xlv, u=»X)I'F A
(S, t=ulY, v V)T FA
ulv—t

($HHTFA

az7, ulv—% = 3 x,y s.t.
(t=xlv A u—%) v (t=uly A v—%y)

(a» R)
(STFv:A A u-°y
(SYTFu:a»?A, A

(«a R) X not free in the conclusion

(S, X>u)THX:94, A
()T F u: A«a, A

(S &9 X% X, Y, x,y not free in the conclusion
(S, u= XY XX, Yy DY, X|Y=v) Tk A
u—y

(SHHTFA

u—v =3I xyx,y,as.t.
u=xly A x—%" A y—2y’ A x’ly’=v



Derivable

(S1 59’ X% x,y not free in the conclusion

(S, t=Xlv, u=»X)T'FA
(S, t=ul, vo>NTHFA
(S, t= XY u=>) v=>"0NTFA
ulv—.t
(STHA

ulv—t = J x,y.a s.t.
(t=xlv A u—x) v (t=uly A v—>y) v
(t=xly A u—% A v—%7y).




(VL)
()T, u:A{x=y}FA
(ST, u:VxA4E A

(V2L)
()T, u:AX<B} A

()T, u:VXHAE A

Quantification

(V R) y not free in the conclusion

(S)Thu:%A{xy}, A
(S)TFu:VxHA A

(V2 R) Y not free in the conclusion

()T Hu:A{X<Y}, A

(S)TFu:VXHA A



A use for (S =9

»0 F Ix,y. x(y)»0 | x()»0

8.2 (S, u—2 Z=0, u= X% XX, ¥, X)|YU=Z %=0)T+ %:0,A
7.2(S, u—2 Z=0, u=X% XX, Y0, X)|%=Z)TF %0, A
6.2 (S, u—2, Z=0, u= XY X)X, YO, X|Y=2Z)TF o x(y)»0, A

8.1(S, u—2 Z=0, u= XY XX, ¥, X)|U=Z X,=0) T+ X,:0,A
7.0(S, u—2, Z=0, u=X% XX, Y0, X)|%=Z)TF X,: 0, A
6.1(S, u—2 Z=0, u= XY XX, ¥, X)|U=2Z) T F X: x{y»0, A

(OR)
(S10)
(a» R)

(OR)
(S10)
(a» R)

5(S, u—2 2=0, u=X1Y X=X, =09, X|%=Z)TFu:xyp»01x(y)»0,A R

4(S, u—2Z Z2=0, u=X1% X)X, 1>V, X|¥=2)
'k u: 3dxy. x(p)»0 | x(y)»0, A

3(S, u—Z Z=0)I'tu:Ix,y. xOHHA | x(y)»B, A

2(S, u—2T, Z:0Fu:dxy. xypA| x(y)»B, A

1S, u:»0F u:dxy. x(y)»0 1 x(y)»0, A

@R)

S =9

OL)
(a» L)



Notation for Output Formulas

(x(y) L) (x{y») R)
(S, u=x(y)) ' A u=x{y)
(S)T, u:x(y)F A (S)TFu:x(y), A
(S, u=0) "'+ A (Hyp) (STHO0:0,A
(S, u=>00, u—=0x X=0)TFA W) u—*=0 0
(S, u=>*0' 0 X=0)TFA (CS) ()T F u: x(y»0, A
(S, u=> ), X: 0 A OL)

(S) F, u. n(m)»O A (a» L)

(OR)

(Hyp)
(a» R)



(S 0 x(y)

0= x{y)
(SYTHA
O_)n(m)so (Hyp)
(S)TFHA (S 0 —9)
(S 1x(y)

(S, u=0, v=x(y) I'A (S, v=0, u=x(y) ' A ulv=x({y)

($IT'FA

(S, u=0, v >0\ T"'F A

(S, u=0, v =00, 0=ul®y, v =509 ¥=0)T'F A
(S, 0=ul?, v >0 v=0)T'F A

(S, 0=ulv, v =0T EFA

(S, v=0, u =>*0) "' A
(S, 0=Xlv, u > )T FA

uly =00
(STFA

(Hyp)

(W) Yfresh
(CS)

(S10)

(Hyp)
Similarly, X fresh

(Hyp)
(S| %)



Notation for Input Formulas
x(y).A & Vyx(y»#A

x(2) | x(»). A b+ »A{y<z}

(YT, u: x(2) | x(y). AL u : »Aly<z}, A

6 (S, u=X1Y, X=X, ¥, X=0)T, V' : Aly=z} F X1V : Aly=z},A ad
5(S, u= X1, X=>"0X, ¥ @Y, X1 0, ¥’: Dly—z} F X107 : Dly—z},A oL

u— X1’
4(S, u=X17, X=X, ¥\, X':0, V' : A{y<z} b u: »A{y«<=z},A (@R
3¢S, u= X171, X: x(2»0, V: x(2)»A{y<z} b u: »A{y<z}, A (a» L) (a» L)
2(S, u= X171, X: x(2»0, ¥: Vyx(y)»AEF u : »A{y<z}, A (VL)

1(S)T, u: x(z»0 | Vy.x(y»AE u : »A{y<z}, A (IL)



Exercise: n-Threaded (Silvano Dal-Zilio)
At-most-one-thread: <lt & —(—01-0)

not decomposible in two parts that are both non-void.
At-most-two-threads: <2t & <Itl<lt
At-least-three-threads: >3t & —01=01=0
Prove 2 < 3: at-most-two-threads implies not at-list-three-threads.

<2t F =23t

1.e. show for any u:

Qu:=(=01=0)1(=01-0) F u:—=(=01-=01-0)



Recursion

Least and greatest fixpoint formulas are definable from second-order
quantification (omitted):

uX.4 vX. A

Hence, we have a power similar to modal u-calculus. E.g., standard
temporal modalities are definable:

A 2 uX.Av»X
N4 2 —O—-%A



Ex: Immovable Object vs. Irresistible Force

2 T o(ebj) | T)

Im =
Ir £ T od—(obj()|T)
Im\Ir - (T>OG(bI{)IT)IT AT
= o(ebj{) | T) (A>B) | A+ B
- <o(ebj{) | T) Ar OA
Im\Ir - TI(TD> OO—(ebj{) | T)) AFT
- |:I<>_I(Ob](> | T) O—-A+ oA
- _I<>|:|(Ob]() | T) O0—A - =OA
AAN—-AFF

Hence: Im|Ir+F



Conclusions: Scaling Up

We do this kind of thing for a whole asynchronous 7-calculus.

This gets considerably more complex, but allows us to the write one-
line specifications of spatial properties such as:

The protocol ensures that there 1s a private name shared between
two distinct parts of the system, and nowhere else.

Adding locations (e.g. switching to ambient calculus) 1s quite easy.

The general methodology seems very flexible.



