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Introduction

We have been looking for ways to express properties of mobile
computations, E.gQ.:

— "Here today, gone tomorrow."

— "Eventually the agent crosses the firewall."
— "Every agent carries a suitcase."

— "Somewhere there Is a virus."

— "There Is always at most one ambient cafidakre."

Options include equational reasoning, reasoning on traces, ofr...



Spatial Logic

 Devise a process logic that can talk alspsceas well as time.

 The ambient calculus has a spatial structure given by the nesting of

ambients: we want a logic that can talk about that structure:
I I

Process Formula
0 (void) 0 (there Is nothing here)
n[P] (location) n[¢4] (there is one thing here)
P|Q (composition) “A18 (there are two things here)

e Could not find much of close relevance in the literature, except for
Mads Dam'’s thesis and Urquhart’s semantics, but we quickly di-
verge from both.



Ambients

An ambientis a named, bounded place, where computation hap-
pens. (Can be hardware or software.) The boundary of an ambient
IS both a unit of mobility and a security perimeter.

Ambients have aame a collection of locaprocessesand a col-
lection ofsubambientsThat is, an ambient configuration is a tree
of named locations with active processes inside.

Ambients can move in an out of other ambients, subjexabil-

ities that are associated with ambient names. That is, the tree of lo-
cation is dynamically reconfigurable (but only locally reconfig-
urable).

Ambient names, and the capabillities extracted from them, are un-
forgeable (as imand spi).



Example

Location a Location b

- : ~N o g ~

almsd(M) | out a. in B] | b[open msg(x). P]

N . J N\ > J
send M: a=>b receive xP

almsd(M) |out a in O] | blopen msg(x). P]
(exit a) — a[] | msd(M) | in b] | blopen msg(x). P]
(enterb) — al[] | bfmsg(M)] | open msg(x). P]
(openmsg — al| | b[(M) | (x). ]
(readM) — a[] | b[P{x~ M}]

The packemsgmoves froma to b, mediated by the capabilitiesit a(to
exita), in b (to enterb), andopen msdto open theansgenvelope).




Restriction-free Ambient Calculus

| P,Q:I1:= M=
0 n
P|Q in M
P out M
MI[P] openM
M.P £
(n).P M.M’
(M)
| ninm.P|Q] | MR — m[n[P|Q]|R] (enter reduction) |
minfoutm. P |Q] |R] — n[P | Q] | MR (exit reduction)
open mP | m[Q] — P|Q (open reduction)

P{m— M} (read reduction)

(M).P [{M)




Structural Congruence

P=P

P=Q U Q=P
P=0Q,Q=R 0 P=R
P=Q 0O P|R=Q|R
P=Q U IP=!
P=Q 0O M[P]=M[Q]
P=0Q 0O MP=M.Q
P=Q U (X).P=(X).0
eP=P
(MM).P=MM' .P
PIQ=QIP
(PIQIR=P|QIR)
P|0O=P

(Struct Refl)
(Struct Symm)
(Struct Trans)
(Struct Par)
(Struct Repl)
(Struct Amb)
(Struct Action)
(Struct Input)
(Structe)

(Struct .)

(Struct Par Comm)
(Struct Par Assoc)
(Struct Par Zero)
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I(P|Q)=!P|'Q (Struct Repl Par)

I0=0 (Struct Repl Zero)
IP=P|IP (Struct Repl Copy)
IP=1IP (Struct Repl Repl)

These axioms (particularly the ones'fpare sound and complete with
respect to equality aofpatial trees edge-labeled finite-depth unor-
dered trees, with infinite-branching but finitely many distinct labels
under each node.



Reduction

n[inm. P | Q] | mMR] — m[n[P |Q] [R]
m{nfoutm. P | Q] | R] — n[P | Q] | m[R]
openn. P |n[Q] — P |Q

(n).P |{M) — P{n—M}

P—Q U n[P] —n[Q]

P—Q O P|IR—Q]|R
P=P,P—0Q,0Q0=Q 0 P —Q

s *

(Red In)
(Red Out)
(Red Open)
(Red Comm)

(Red Amb)
(Red Par)

(Red=)

refl-tran closure of—




Syntactic Conventions

IP|Q
M.P|Q

(n).P|Q

n{J

> 1>

IS read
IS reac
IS read

n[O]
M.O

(P)Q
M.P)[Q
(0).P)1Q

(where appropriate)

Talk

July 26, 1999 4:08 pm

10



Why a Logic?
A recurring issue for us was how to state behavioral properties of

ambients. E.g., protocol specifications.

We have formal tools for establishing equational properties. But
many properties cannot easily be formulated as equations.

For example, type systems for ambients guarantee certain proper-
ties, such as that some ambients are immobile, some are persisten
It's hard to write down equations for immobility and persistence!

Our solution: use a (modal) logic tailored for ambients.



Modal Formulas

In a modal logic, the truth of a formula is relative to a state (world).

In our case, the truth of §pace-timenodal formula is relative to
thehere and novef a process. Each formula talks about the current
time (before further evolution of the process) and the current place
(the top-level of the process).

Therefore, the formulge[0] Is read:
there ishere and novan empty location calleal

The operaton[/] is asingle step in spacgkin to the temporal
nex), which allows us talk about that place one step dowminto

Other modal operators can be used to talk about undetermined
times (in the future) and undetermined places (in the location tree).



Logical Formulas

| A, B.P =
T true
-4 negation (alsé4™)
A 0B disjunction
0 void
n[4] location
A\ B composition
VX4 universal quantification over names
OA sometime modality (temporal)
<A somewhere modality (spatial)
“A@n location adjunct
a>B composition adjunct

wherer i1s a name or a (quantifiable) variable




Satisfaction Relation

PET

PE-Y
P E A8
PEO

PEn4]
PEXA|DB
PEVxY
=R
PE <Y
PE 9@n
P E S>3

> 1> > A 1> 1> 1> 1> 1> 1>

~PEZ
PEAOPESB

P=0

AP :M. P=nP1OP EY

AP’ . P":M. P=P|P’ OP' E4 0P EB
VMmA. PES{Xxm}

JP:N. PP OP' EX
JP:MN.PI'POP ES

n[PlEX

VP:MN.P L0 PIPESB

PIP' iff dn,P”. P=n[P’]|P”
|” is the reflexive and transitive closurelof
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Basic Fact

Satisfaction is invariant under structural congruence:
(PELAOP=P)0 PPEX
l.e..{P:N| PE %} is closed undet.

Hence, formulas describe only congruence-invariant properties.




Some Derived Formulas

a0 B
ARG
x4

04

J
—

-4 0B
~(~F 0-B)
VX~
o
O

1> 1> 1> 1> 1> 1>

2 Y>F

Yvalid
& satisfiable

PE-iff PEZO PEB

PE-iff PEAOPE®

PE-iff AmA.PF%{Xx-m}
PE-iff VP.M.PI'P0O P EZA
PE-iff VP:MN.P-P' 0P EZ

PE-iff VPMN.PEZDO PIPEF
iff VP':M.-~ P EZ

PE-iff VPMN.PED

PE-iff IP:N.PER
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Simple Examples

(1) pITIIT
there is @ here (and possibly something else)
(2) ~(1)
somewhere there ispa
(3) (2)0 o(2)
If there Is gp somewhere, then forever there ig somewhere
(4) pla[T]|T]IT
there is g with a childg here
(5) <(4)

somewhere there ispawith a childg




Claims

The satisfaction relation is "utterly natural” (to us):

— The definitions 00, 4|3, andn[%4] seem inevitable, once we ac-
cept that formulas should be able to talk about the tree structure
of locations, and that they should not distinguish processes that
are surely indistinguishable (up+).

— The connectiveg/@n and/>“3 have security motivations.

— The modalities>%? and <-4 talk about process evolution and
structure in an undetermined way (good for specs).

— The fragment’, =%, 4118, Vx.%4, is classical: why not?
The logic is induced by the satisfaction relation.

— We did not have any preconceptions about what kind of logic
this ought to be. We didn’t invent this logic, we discovered it!



From Satisfaction to Logic

Propositional validity

vid2 £ VPIMN.PEX ¢ (closed) is valid

Sequents

D+B A vid(@O B)

1>

Rules
B ... B OA-DB A (n=0)

B 0. 0B, A+ B
N.B.: All the rules shown later are validated accordingly

Conventions:
4+ meanst In both directions

[Tl means[] in both directions




"Neutral" Sequents

 The logic is formulated as a sequent calculus with single-premise,
single-conclusion sequents. We don’t pre-judge ",".

— By takinglJ]on the left and]on the right of- as structural oper-
ators, all the standard rules of sequent and natural deduction sys-
tems with multiple premises/conclusions can be derived.

— By taking| on the left of- as a structural operator, all the rules
of Intuitionistic linear logic can be derived (by appropriate map-
pings of the ILL connectives).

— By taking nestings afland| on the left of- as structural "bunch-
es", we obtain a bunched logic, with its two associated implica-
tions,[] and>.

e Thisis convenient. We do not know much, however, about the met-
atheory of this presentation style.



Step 1: Propositional Rules

(A-L)
(A-R)
(X-L)
(X-R)
(C-L)
(C-R)
(W-L)
(W-R)
(1d)
(Cut)
(T)
(F)
(=-L)
(=-R)

ACOD) B M (A0 OD+ B
A+ (CODYIFB M A CHDIB)
ACHB OCHAER B

A+ COB 09 BOC

AA-B OAF P

A BB OAF B

ArB OALCHE B

AP O0AECOB

O09+9A

ArCOB; AOCHB OAA + BOB
AT B OG- B

G-FOB OA9F B

ArCOB OARCHE B
ACHB OAEF -CEB
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Step 2: Concurrency Rules

e Apart from our interest in mobility and nested locations, a fragment
of our logic makes sense just for ordinary concurrency (i.e., for a
CCS-like process calculus withand| ). We examine this fragment
first.

 (Small caveat. To get things off the ground, one needs some proces:
that is definitely- 0. In our full logic, locations have this property,
otherwise something must be introduced for this purpose.)



Concurrency Rules

(|00 OXA|04-%4 0 is nothing

(|-0) O0%Y|-0F=0 if a part is nor, so is the whole
(Al) OXA|B|C)A=(A|DB)|C associativity
(X]) OKA|B+-DB|A commutativity
(|[F) AB+B;, QB 0|49 -B |B congruence
(|0) O@&OB)|C+-L|cOB|C -O distribution
(1) OD|L A |B OB |49 1H=B" |-B" decomposition

(I>) ZFICHB MIAFC>B

|-> adjunction

N.B., neutral sequents make the rdle-) (and others) particularly
simple, even thoughdoes not distribute withl in the "useful” direc-

tion.




The Decomposition Operator

Consider the De Morgan dual (af
ANB £2-(-SA|-B) PE-iff VP ,P":N.P=P|P" O

P EZAOP” EB
g¥  Ag||F PE-iff VP'P":MN.P=P|P" 0P EZ
g3 A2g|T PE-iff 3P .P":N.P=P|P” OP' Y
Al|B for every partition, one piece satisfids

or the other piece satisfi&s
DY < =((-9)7) every component satisfié®
D3 = =((=9)Y) some component satisfigs

Examples:

(P[T1 O plA[TI"D" everyp has aj child
(p[T1 O plalT]| (=a[TD])" everyp has a uniqug child
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The Decomposition Axiom

() OEA)VEEA|D)0(DB [2)0ED [-D)
Alternative formulations and special cases:

DG [A) 0B |P)E & B)0(DB |A)

"If P has a partition into pieces that satisfyand*s , and every
partition has one piece that satisfiesor the other that satisfi€s’,
then eithel has a partition into pieces that satisfyands”, or it
has a partition into pieces that satisfyand<? ."

0= &A|T)0 (T |[~D)

"If P has no partition into pieces that satishand“s, butP has a
piece that satisfieg, thenP has a piece that does not satisfy

O-(T|B)FT|-B



The Composition Adjunct

(I6)  D|C-B MD+C>B

"Assume that every process that has a partition into pieces that sat-
Isfy &7 andC, also satisfies3. Then, every process that satisfiés

together with any process that satisfiessatisfies’s. (And vice
versa.)" ¢.f.(— R))

Interpretations of7>5:

- P provides’s in any context that providées
- P ensuress under any attack that ensuiés

That is,P F >3 is a context-system spec (a concurrent version of a
pre-post spec).

Moreoversd>3 is, in a precise sense, linear implication: the context
that satisfiesZ is used exactly once in the system that satiSfies



Some Derived Rules

0 (Z>B) | D+ B

"If P providesZ in any context that providés, andQ provides, thenP
andQ together providés."

Proof: “A>B+ A>B [ (A>B) |AF B by (Id), (| >)

DEA, B-C O D|EBD>B)EC (c.f.(— L))

"If anything that satisfie9) satisfies4, and anything that satisfi€s$ satis-
fies C, then: anything that has a partition into a piece satisfyingnd

hence4), and another piece satisfyifigin a context that satisfiés, it sat-
isfies (3 and hence)."

Proof:
DEA, ABEA>B O D|A>B A |A>DB assumption, (Id), H)
ANA>B B above
BrC

assumption




More Derived Rules

OA9-T |4 you can always add more pieces (if theyQre
OF|AFF If a piece is absurd, so is the whole

JOF =(=0]=0) 0 is single-threaded

0099|8004 you can spliD (but you geD). Proof uses (| [|)

A+ BB AP A>B > is contravariant on the left
O >B | B>C = AD>C > is transitive

O (A | B)Y>C 4 4> (B>0) > curry/uncurry
[ 6> (B>C) F B>(54>0) contexts commute

OTATD>T truth can withstand any attack
OT+FF>A anything goes if you can find an absurd partner
OT>AE-A if 4 resists any attack, then it holds




Step 3: Location Rules

] -0)
1-1)
] +)
1 0)
1 0)
] F)
] @)

O n[4] -0
O n[%4] F=(=0]=0)

AP N4 - n[B]

O n[A]ON[C] F n[ALC]
O n[CAB] + n[C]On[<A]
On[F]+F

n[A -3 A+ B@n

locations exist
are not decomposable

n[] congruence

n[]- LI distribution
n[]- U distribution
can’t hold absurdity

n[]-@ adjunction




Some Derived Rules

Conseguences:
Ar-B 0O%A9@nt B@n

O n[4@n] -4
0 49 4 n[<4]@n

[] n[ﬂ@] = ﬂn[SZ)]
O -n[4] 4 =n[T] On[-4]

@ congruence
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Examples

ann 2 n[T]|T there is now am here

non £ -ann there is now nm here

onen 2 n[T]|non there is now exactly onehere
QY A S(=-L|T) everybody here satisfiég
(n[T] O n[4))" everyn here satisfie$?

X ((N[T]1 O n[4])"Y) everyn everywhere satisfi€g




Step 4: Time and Space Modalities

(<) 0 A 4+ =o-A

oK) Oo®@0 BrFro¥90 ob
(oT) Oo¥9+9

(om4) Oo¥9Foo¥

(oF) AP O0oAEoB

(<) O <A =29

(X K) OxX(&@0 P)FrAO =B
(XT) OX4A-A

(X 4) 0OXAEF A

(XF) AP 0 XA B

S4, but not S5:
= vid O+ olHA

~ vld A XA
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Additional Modality Rules

(¢ n(])
(1)

(= n[])
1)

(<)

0 n[OF] + On[]
0 (0D) | (©B) F S(Z | B)

O N[44 + <A
O (4 | Br-<-(A|T)

[0 <0G O<-A
if somewhere sometinig, then sometime somewhere
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Step 5: Validity and Satisfiability

PES" iff VP:N.PPEYDO P|P EF
iff VP:IM. =P =% iff Fis unsatisfiable

(>F =) 09 -4 if 4 is unsatisfiable the# is false
(= >F) 097 4™ if Ais satisfiable thef is unsatisfiable
We can reflect validity and satisfiability within the logic:
vidg 2 gF PEVIDY iff VPM.P'EX
Satd 2 G PESat? iff IP:N.P'EXA

Then, as derived rules we have that, Satare S5 modalities.
(That is, S4 plusi] Sat™4 - ViId Sat4.)




Reflecting Name Equality

Name equality can be defined within the logic:

n=u £ nTj@u

Since (for any substitution applied ng.):

PEn[TI@u
iff L[P] E N[T]
iff n= uOPET

Iff n=pu

Example: "Any two ambients here have different names":

UXVY. XT]|Y[T]|T O = x=y




What Kind of Logic is This?

Not sure where we stand in the Big Picture:
— Arrelevant logic without contraction? (Heresy!)
— A linear logic with distribution? (Anathema!)

— Two implications, one classical and additive,
one intuitionistic and multiplicative;? (Confusion!)

Admittedly, this is intentionally ad-hoc: we are motivated by cap-
turing truths about the ambient calculus.

Still, there are interesting and unusual sublogics that seem applica-
ble to other contexts and, in particular, to other process calculi.



Urquhart Decontracted

(Noted after the fact [O’Hearn, Pym].) The definition of the satis-
faction relation is very similar to Urquhart’s semantics of relevant
logic. In particular?|3 is defined just likentesional conjunction
and“Z>3 is defined just likeelevant implicationin that semantics.

Except:

— We do not have contraction. This does not make sense in proces:
calculi, becaus® | P # P. Urquhart semantics without contrac-
tion does not seem to have been studied.

— We use an equivaleneg instead of a Kripke-style partial order
C as in Urquhart’'s general case. (We may have a need for a par-
tial order in more sophisticated versions of our logic.)



Girard Redistributed

* (Noted after the fact [Winskel, O’Hearn].) In an appropriate sense,
A8 islinear tensor andZ>3 islinear implication A precise con-
nection can be made with full intuitionistic linear logic.

 EXcept:
— The additives, ], | and&, ., distribute (a derived rule).

— 1. collapses with), .

— I, is rather degeneraté; | 4) —; . ‘B does not seem to have
an interesting interpretation.

« Sitill, the multiplicative fragment seems faithful.



Syntactic Connections with Linear Logic

 [ntuitionistic linear logic (ILL) can be embedded in our logic:

1. 2 0 0B 2 OB
L 2 F  Z&B &2 0P
T AT 0B 2 F|P
O 2 F DoB 2 AP
1 A o000 9)°F

 The rules of ILL can be logically derived from these definitions.
(E.g.: the proof of 4 - |4 [1 14 uses the decomposition axiom.)

o SO,SZ[L ey %n FiL B |mpI|eS 531 | |SZ[n - <B.




Semantic Connections with Linear Logic

e A (commutative) quantale is a structure
<S:Set<:S-Bool,[1:$-.51:S\/ 29 -S> such that:

<, \/ : a complete join semilattice
], 1:a commutative monoid

pdVQ = \V{pUqglge Q}

 They are complete models of Intuitionistic Linear Logic (ILL):

A0 £ V{4, 13} L] 2 1

A& B] 2 V{C|CAUOCL[B} [Li] & any element 06
(20 CB': 2 [A0[3] [Tl & VS

[A—B] & V{CICO[L<[B} [Ow] =2 V&

149] 2 UX [1& 4 & XIOX] where uX. A{X} 2 \/{C| C<A{C}}

vid | (52[1, e A 1L CB)@ 2 [[Szfl]](g) D@ DQ [[gin]](g) <0 [[CB]]Q




The Process Quantale

The sets of processes closed urrdand ordered by inclusion form
a quantale (letA= 2 {P | P=Q [JQ € A}):

®2£<d 0,1, J> where, forA,BLT:
O A {AZ|ADM)
1¢={0}—, AlpB 2 {P|Q]Pe A0Qe B}=

Our syntactic definitions of ILL operators match their quantale in-
terpretation. (E.g[ I Blo = [“lo Uo [Ble, ['Ale = alA]se.)
Interpretation of formulas:

[4] 2 {P:N|PE%} where[4] = [~
Our validity matches ILL validity for ILL sequents:

V|d||_|_(§§1, . %n FiL CB)cp = Vld(gll |SZ[n = CB)




Applications

 Model Checking

— We have an algorithm for deciding theelation for!-free pro-
cesses and-free formulas.

e EXpressing Locking

— If E, nnAmB[S + P : T (a typing judgment asserting that no am-
bient calledh can ever bepered inP), then:

PEo(<-an nlJ o<ann
e EXpressing Immobility
— If E, pAmMB[Y, gAmB['ST + P : T (a typing judgment assert-
Ing that no ambient callemican ever move withiR), then:

P o(<=~(p parents gLl o<~(p parents )
wherep parents g2 p[g[T]|T]|T




Future Directions: Fixpoints

« Abadi, Lamport, and Plotkin and have descrilesttivespecifica-
tions such that:

T.B|B-F 0 FOB
Define: </ -~ £ £ pX. (X><Y)> <. Then:
DBl BB O BoDoB|B-F O B
T B| BT O FoB|@-B)>F 0 D

 Modalities and their variations can be defined from fixpoints.
Moreover, we can express new useful predicates:

A 2 =<>N[T]|T)
uniqgue n 2 po. A | ([A] O3yzn. y[X])




Conclusions

The novel aspects of our logic lie in its treatmensmdce(spatial
structures) and of the evolution of space over time (mobility).

The logic has a strong intensiona
space has intensional properties. T

flavor, reflecting the fact that
ne logic has a linear flavor in the

sense that space cannot be instant

y created or deleted.

These principles can be applied to any process calculus that embod
les a distinction between topological and dynamic operators.

The logic is based on strong computational intuitions, so we are not
too timid about our choice of connectives. However, from a purely
logical point of view, it seems to have unusual properties (perhaps

accidental to our presentation).



