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Abstract. Living cells are extremely well-organized autonomous systems, consisting of discrete 

interacting components. Key to understanding and modeling their behavior is modeling their 

system organization. Four distinct chemical toolkits (classes of macromolecules) have been 

characterized, each combinatorial in nature. Each toolkit consists of a small number of simple 

components that are assembled (polymerized) into complex structures that interact in rich ways. 

Each toolkit abstracts away from chemistry; it embodies an abstract machine with its own 

instruction set and its own peculiar interaction model. These interaction models are highly 

effective, but are not ones commonly used in computing: proteins stick together, genes have fixed 

output, membranes carry activity on their surfaces. Biologists have invented a number of notations 

attempting to describe these abstract machines and the processes they implement. Moving up from 

molecular biology, systems biology aims to understand how these interaction models work, 

separately and together.   

 
Preface to this reprint. In this paper from 2005 I tried to summarize what I found most 

remarkable about cellular organization, that is the fact that cells compute, and that computation is 

one of their most important functions. We can easily understand ñwhyò cells need to compute: 

unicellular organisms, in the active search for food and the active avoidance of predators, need to 

deploy increasingly sophisticated and highly optimized biochemical algorithms, in an information 

processing arms race with each other. (Itôs hard for me to use a different term than algorithms, 

although pathways and networks are common terms.) However, we do not really understand 

ñhowò cells compute, except in very basic cases. Among the many, many things that are not 

known about biology, this is the one that should concern us most, particularly because information 

processing at the cellular level is so basic. Unlike more evolved information processing systems in 

higher organisms, here we know a lot about cellular information coding and basic processing 

steps. And yet, the programming models that arise from those ñabstract machinesò of biochemistry 

are unfamiliar ones. What I find even more remarkable is that cells have three separate Turing-

complete (in principle) mechanisms at their disposal: proteins, genes, and membranes, which all 

often cooperate on information processing tasks. 

1  Introduction  

Following the discovery of the structure of DNA, just over 50 years ago, molecular biologists 

have been unraveling the functioning of cellular components and networks. The amount of 

molecular-level knowledge accumulated so far is absolutely amazing. And yet we cannot say 

that we understand how a cell works, at least not to the extent of being able to easily modify 

or repair a cell. The process of understanding cellular components is far from finished, but it 

is becoming clear that simply obtaining a full part list will not tell us how a cell works. 

Rather, even for substructures that have been well characterized, there are significant 

difficulties in understanding how components interact as systems to produce the observed 

behaviors. Moreover, there are just too many components, and too few biologists, to analyze 
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each component in depth in reasonable time. Similar problems occur also at each level of 

biological organization above the cellular level. 

Enter systems biology, which has two aims. The first is to obtain massive amounts of 

information about whole biological systems, via high-throughput experiments that provide 

relatively shallow and noisy data. The Human Genome Project is a prototypical example: the 

knowledge it accumulated is highly valuable, and was obtained in an automated and relatively 

efficient way, but is just the beginning of understanding the human genome. Similar effort are 

now underway in genomics (finding the collection of all genes, for many genomes), in 

transcriptomics (the collection of all actively transcribed genes), in proteomics (the collection 

of all proteins), and in metabolomics (the collection of all metabolites). Bioinformatics is the 

rapidly growing discipline tasked with collecting and analyzing such omics data.  

The other aim of systems biology is to build, with such data, a science of the principles of 

operation of biological systems, based on the interactions between components. Biological 

systems are obviously well-engineered: they are very complex and yet highly structured and 

robust. They have only one major engineering defect: they have not been designed, in any 

standard sense, and so are not laid out as to be easily understood. It is not clear that any of the 

engineering principles of operations we are currently familiar with are fully applicable. 

Understanding such principles will require an interdisciplinary effort, using ideas from 

physics, mathematics, and computing. These, then, are the promises of systems biology: it 

will teach us new principles of operation, likely applicable to other sciences, and it will 

leverage other sciences to teach us how cells work in an actionable way. 

In this paper, we look at the organization of biological systems from an information 

science point of view. The main reason is quite pragmatic: as we increasingly map out and 

understand the complex interactions of biological components, we need to write down such 

knowledge, in such a way that we can inspect it, animate it, and understand its principles. For 

genes, we can write down long but structurally simple strings of nucleotides in a 4-letter 

alphabet, that can be stored and queried. For proteins we can write down strings of amino 

acids in a 20-letter alphabet, plus three-dimensional information, which can be stored a 

queried with a little more difficulty. But how shall we write down biological processes, so 

that they can be stored and queried? It turns out that biologists have already developed a 

number of informal notation, which will be our starting points. These notations are 

abstractions over chemistry or, more precisely, are abstractions over a number of biologically 

relevant chemical toolkits. 

2  Biochemical Toolkits 

Apart from small molecules such as water and some metabolites, there are four large classes 

of macromolecules in a cell. Each class is formed by a small number of units that can be 

combined systematically to produce structures of great complexity. That is, to produce both 

individual molecules of essentially unbounded size, and multi-molecular complexes.  

The four classes of macromolecules are as follows. Different members of each class can 

have different functions (structure, energy storage, etc.). We focus on the most combinatorial, 

information-bearing, members of each class: 

 

 Nucleic acids. Five kinds of nucleotides combine in ordered sequences to form two 

nucleic acid polymers: DNA and RNA. As data structures, RNA is lists, and DNA is 

doubly-linked lists. Their most prominent role is in coding information, although they 

also have other important functions. 



 

 Proteins. About 20 kinds of amino acids combine linearly to form proteins. Each protein 

folds in a specific three-dimensional shape (sometimes from multiple strings of amino 

acids). The main and most evolutionary stable property of a protein is not the exact 

sequence of amino acids that make it up, nor the exact folding process, but its collection 

of surface features that determine its function. As data structures, proteins are records of 

features and, since these features are often active and stateful, they are objects in the 

object-oriented programming sense. 

 Lipids: Among the lipids, phospholipids have a modular structure and can self-assemble 

into closed double-layered sheets (membranes). Membranes differ in the proportion and 

orientation of different phospholipids, and in the kinds of proteins that are attached to 

them. As data structures, membranes are containers, but with an active surface that acts 

as an interface to its contents. 

 Carbohydrates: Among the carbohydrates, oligosaccharides are sugars linked in a 

branching structure. As data structures, oligosaccharides are trees. They have a vast 

number of configurations, and a complex assembly processes. Polysaccharides form even 

bigger structures, although usually of a semi-regular kind (rods, meshes). We do not 

consider carbohydrates further, although they are probably just as rich and interesting as 

the other toolkits. They largely have to do with energy storage and with cell surface and 

extracellular structures. But it should be noted that they too have a computational role, in 

forming unique surface structures that are subject to recognition. Many proteins are 

grafted with carbohydrates, through a complex assembly process called glycosylation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Eukaryotic  Cell 
Eukaryotic cells have an extensive array of membrane-bound compartments and organelles with up to 4 

levels of nesting. The nucleus is a double membrane. The external membrane is less than 10% of the total. 

 

Out of these four toolkits arises all the organic chemicals, composing, e.g., eukaryotic 

cells (Figure 1, [32] p.1). Each toolkit has specific structural properties (as emphasized by the 

bolded words above), systematic functions, and a peculiarly rich and flexible mode of 

operation. These peculiar modes of operation and systematic functions are what we want to 

emphasize, beyond their chemical realization.  

From MOLECULAR CELL 

BIOLOGY, 4/e by Harvey 
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Cells are without doubt, in many respects, information processing devices. Without 

properly processing information from their environment, they soon die for lack of nutrients or 

for predation. The blueprint of a cell, needed for its functioning and reproduction, is stored as 

digital information in the genome; an essential step of reproduction is the copying of that 

digital information. There are hints that information processing in the genome of higher 

organisms is much more sophisticated than currently generally believed [33].  

We could say that cells are based on chemistry that also perform some information 

processing. But we take a more extreme position, namely that cells are chemistry in the 

service of information processing. Hence, we look for information processing machinery 

within the cellular machinery, and we try to understand the functioning of the cell in terms of 

information processing, instead of chemistry. In fact, we can readily find such information 

processing machinery in the chemical toolkits that we just described, and we can switch fairly 

smoothly from the classical description of cellular functioning in terms of classes of 

macromolecules, to a description based on abstract information-processing machines. 

3  Abstract Machines 

An abstract machine is a fictional information-processing device that can, in principle, have a 

number of different physical realizations (mechanical, electronic, biological, or even 

software). An abstract machine is characterized by: 
 

 A collection of discrete states. 

 A collection of operations (or events) that cause discrete transitions between states. 
 

The evolution of states through transitions can in general happen concurrently. The adequacy 

of this generic model for describing complex systems is argued, e.g., in [22]. 
 

Each of the chemical toolkits we have just described can be seen as a separate abstract 

machine with an appropriate set of states and operations. This abstract interpretations of 

chemistry is by definition fictional, and we must be aware of its limitation. However, we must 

also be aware of the limitations of not abstracting, because then we are in general limi ted to 

work at the lowest level of reality (quantum mechanics) without any hope of understanding 

higher principles of organization. The abstract machines we consider are each grounded in a 

different chemical toolkit (nucleotides, amino acids, and phospholipids), and hence have some 

grounding in reality. Moreover, each abstract machine corresponds to a different kind of 

informal algorithmic notation that biologists have developed  (Figure 2, bubbles): this is 

further evidence that abstract principles of organization are at work. 

The Gene Machine (better known as Gene Regulatory Networks) performs information 

processing tasks within the cell. It regulates all other activities, including assembly and 

maintenance of the other machines, and the copying of itself. The Protein Machine (better 

known as Biochemical Networks) performs all mechanical and metabolic tasks, and also some 

signal processing. The Membrane Machine (better known as Transport Networks) separates 

different biochemical environments, and also operates dynamically to transport substances via 

complex, discrete, multi-step processes. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 Abstract Machines, Molecular Basis, and Notations 
 

 

These three machines operate in concert and are highly interdependent. Genes instruct the 

production of proteins and membranes, and direct the embedding of proteins within 

membranes. Some proteins act as messengers between genes, and others perform various 

gating and signaling tasks when embedded in a membrane. Membranes confine cellular 

materials and bear proteins on their surfaces. In eukaryotes, membranes confine the genome, 

so that local conditions are suitable for regulation, and confine other reactions carried out by 

proteins in specialized vesicles.  

Therefore, to understand the functioning of a cell, one must understand also how the 

various machines interact. This involves considerable difficulties (e.g. in simulations) because 

of the drastic difference in time and size scales: proteins interacts in tiny fractions of a second, 

while gene interactions take minutes; proteins are large molecules, but are dwarfed by 

chromosomes, and membranes are larger still. Before looking at the interactions among the 

different machine in more detail, we start by discussing each machine separately. 

4  The Protein Machine (Biochemical Networks) 

4.1  Principles of Operation 

Proteins are long folded-up strings of amino acids with precisely determined, but often 

mechanically flexible, three-dimensional shapes. If two proteins have surface regions that are 

complementary (both in shape and in charge), they may stick to each other like Velcro, 

forming a protein complex where a multitude of small atomic forces creates a strong bond 

between individual proteins. They can similarly stick highly selectively to other substances. 

During a complexation event, a protein may be bent or opened, thereby revealing new 

interaction surfaces. Through complexation many proteins act as enzymes: they bring together 

compounds, including other proteins, and greatly facilitate chemical reactions between them 

without being themselves affected.  
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Proteins may also chemically modify each other by attaching or removing small 

phosphate groups at specific sites. Each such site acts as a boolean switch: over a dozen of 

them can be present on a single protein. Addition of a phosphate group (phosphorylation) is 

performed by an enzyme that is then called a kinase. Removal of a phosphate group 

(dephosphorylation) is performed by an enzyme that is then called a phosphatase. For 

example, a protein phosphatase kinase kinase is a protein that phosphorylates a protein that 

phosphorylates a protein that dephosphoryates a protein. Each (de-)phosphorylation may 

reveal new interaction surfaces, and each surface interaction may expose new phosphorylation 

sites. 

It turns out that a large number of protein interactions work at the level of abstraction just 

described. That is, we can largely ignore chemistry and the protein folding process, and think 

of each protein as a collection of features (binding sites and phosphorylation sites) whose 

availability is affected by (de-)complexation and (de-)phosphorylation interactions. This 

abstraction level is emphasized in Kohnôs Molecular Interaction Maps graphical notation 

[29][27] (Figure 4). 

We can describe the operation of the protein machine as follows (Figure 3). Each protein 

is a collection of sites and switches; each of those can be, at any given time, either available 

or unavailable. Proteins can join at matching sites, to form bigger and bigger complexes. The 

availability of sites and switches in a complex is the state of the complex. A system is a 

multiset of (disjoint) complexes, each in a given state.  

The protein machine has two kinds of operations. (1) An available switch on a complex 

can be turned on or off, resulting in a new state where a new collection of switches and sites is 

available. (2) Two protein complexes can combine at available sites, or one complex can split 

into two, resulting in a new state where a new collection of switches and sites is available. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 The Protein Machine Instruction Set 
 

Who is driving the switching and binding? Other proteins do. There are tens of thousands 

of proteins in a cell, so the protein machine has tens of thousands of ñprimitive instructionsò; 

each with a specific way of acting on other proteins (or metabolites). For each cellular 
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subsystem one must list the proteins involved, and how each protein interacts with the other 

proteins in terms of switching and binding.  

 

       

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 Molecular Interaction Map s Notation 
From [29]. A : graphical primitives. B : complexation and phosphorylation. C: enzymatic diagram and 

equivalent chemical reactions. D: map of the p53-Mdm2 and DNA Repair Regulatory Network. 

4.2  Notations 

Finding a suitable language in which to cast such an abstraction is a non-trivial task. Kohn 

designed a graphical notation, resulting in pictures such as Figure 4 [29]. This was a 

tremendous achievement, summarizing hundreds of technical papers in page-sized pictures, 

while providing a sophisticated and expressive notation that could be translated back into 

chemical equations according to semi-formal guidelines. Because of this intended chemical 

semantics, the dynamics of a systems is implied in Kohnôs notation, but only by translation to 

chemical (and hence kinetic) equations. The notation itself has no dynamics, and this is one of 

its main limitation. The other major limitation is that, although graphically appealing, it tends 

to stop being useful when overflowing the borders of a page or of a whiteboard (the original 

Kohn maps span several pages). 

Other notations for the protein machine can be devised. Kitano, for example, improved 

on the conciseness, expressiveness, and precision of Kohnôs notation [28], but further 

sophistication in graphical notation is certainly required along the general principles of [18]. 

A different approach is to devise a textual notation, which inherently has no ñpage-sizeò limit 

and can better capture dynamics; examples are Bio-calculus [38], and most notably -calculus 

[14][15], whose dynamics is fully formalized. But one may not need to invent completely new 

formalisms. Regev and Shapiro, in pioneering work [49][47], described how to represent 

chemical and biochemical interactions within existing process calculi ( -calculus). Since 

process calculi have a well understood dynamics (better understood, in fact, than most textual 

notations that one may devise just for the purpose), that approach also provides a solid basis 

for studying systems expressed in such a notation. Finally, some notations incorporate both 

continuous and discrete aspects, as in Charon [3] and dL-systems [45]. 
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